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http://www.presidencia.gov.ar/

Google Maps is putting Europe's Mass migration guided by mobiles
human-traffickers qut of business and social media
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http://uk.businessinsider.com/refugee-crisis-how-syrian-migrants-use-smartphones-avoid-traffickers-2015-9
http://www.irishtimes.com/news/world/europe/mass-migration-guided-by-mobiles-and-social-media-1.2344662

Provide multi-layered
security for everyone
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App security

Operation system integrity and
application sandboxes built-in.

Google

]

Data protection

Data encryption, keystore, and secure
lockscreens built-in.

Exploit Mitigation

Hardened media stack, updateable

webview, ASLR, NX built in.

security



Android SafetyNet
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1+ billion

devices protected
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400 million

device scans per day
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6 billion

apps checked per day
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Application Review Process
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Security Services Woven Into An Ecosystem

Google Play Apps Application Analysis Apps Other Google
> : - Services
Static
4 Dynamic
Knowledge Reputation Knowledge Search
Install Apps PHA or not Etc. PHA or not Drive
Best practices Ads
Etc.
Knowledge
Risk Signal
Data
- Rare Apps
e Smart Lock S
Data nowledge
App installs PHA or Not
. Install Source
L Device Manager
Attest API
Safe Browsing

Android

Configuration changes

Protections SafetyNet

Warnings Analysis
Etc

Exploit Detection

-

> SafetyNet

ACE

App Sandbox
Verified Boot

Encryption App Install Checks I
- > Verify Apps

) sic

Device Data Etc.

Events

Measurements
Configurations

Etc.



Android Devices with Known PHA
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Source: Android Security 2015 Year in Review
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https://static.googleusercontent.com/media/source.android.com/en//security/reports/Google_Android_Security_2015_Report_Final.pdf
https://static.googleusercontent.com/media/source.android.com/en//security/reports/Google_Android_Security_2015_Report_Final.pdf

Mobile Security: Perception of vs. Reality

Peak exploitation after ~ Exploitation before public

Vulnerability Initial Claim Headline public release (per install) release (absolute)
Master Key 99\(:?”(::;(::;:?5 < 8 in a million 0

82% of Android users at risk <1in a million 0
Stagefright 95% of devices vulnerable None confirmed None confirmed

Source: Google Safety Net Data; Masterkey data collected from 11/15/2012 to 8/15/2013 and previously published at VirusBulletin 2013. Fake ID data
collected data collected from 11/15/2012 to 12/11/2014 and previously published at the RSA Conference 2015. Stagefright data current through May
20176.
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About the security content of iI0S |
93.5 R swiftonSecurity

IonSacurity

This document describes the security content of iOS 9.3.5.

For our customers' protection, Apple doesn't disclose, discuss, or confirm security issues until an investigation Hear‘d fr‘{}m an emp |D'}jee Df a FDr‘tune 1 OO

has occurred and patches or releases are available. Recent releases are listed on the Apple security

company, IT is cutting off any iPhone without the

For more information about security, see the Apple Product Security page. You can encrypt communications

with Apple using the Apple Product Security PGP Key. Iat e St patc h tWi n g tD Con ne Ct i

Apple security documents reference vulnerabilities by CVE-ID when possible.
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Exploitation

API Abuse

Google Graphics not to scale. android security
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Exploitation
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